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1
Decision/action requested

This contribution proposes a solution for security protection on S&F Satellite Operation with RAN on board in TR33.700-29.
2
References

[1]
TS 33.401 " 3GPP System Architecture Evolution (SAE); Security architecture"
[2]
TS 33.501 " Security architecture and procedures for 5G system"

[3]


TR 33.700-29 "Study on Security Aspects of 5G Satellite Access in the 5G architecture"
3
Rationale

When the Control Plane Optimisation for IoT service procedure is used to exchange delay-tolerant/non-real-time satellite services as payload of a NAS message in both uplink and downlink directions. The UE and the AMF/MME perform integrity protection and ciphering for the satellite services using NAS security context specific to the NAS connection. 
For the MT control plane data transfer in S&F operation mode, as there is no AS security available in the RAN onboard, and the feeder link’s intermittent is unavailability, the malicious terminal may connect to the RAN onboard and obtains the DL data which may cause the genuine terminal cannot get the data.
This contribution proposes to protect the RRC connection procedure via using NAS parameters from core network, then the RAN is able to know whether it is talking to a genuine UE.
4
Detailed proposal

This contribution proposes a following solution in Rel-19 TR 33.700-29.
************** Start of the 1st change ****************
 6.Y
Solution #Y: Security protection in S&F satellite operation with RAN on board
6.Y.1
Introduction

This solution addresses KI#1. It applies to an architecture when RAN is deployed in the satellite.
When the Control Plane Optimisation for IoT service procedure is used to exchange delay-tolerant/non-real-time satellite services as payload of a NAS message in both uplink and downlink directions. For the MT control plane data transfer in S&F operation mode, as there is no AS security available in the RAN onboard, and the feeder link’s intermittent is unavailability, the RAN may send the DL NAS message to a malicious terminal.
This solution proposes to protect the RRC connection procedure via using NAS parameters from core network, then the RAN is able to know whether it is talking to a genuine UE. 

6.Y.2
Solution details
[image: image1.png]UE SAT RAN MME/AMF

0. UE attached to the Core network and Control Plane
Optimisation procedure is used.

%1

e
Feeder link available 1. Downlink Data

|

|

|

2RAN selection, generate |
UE_Auth_Code and RAN_Auth_Code }
|

|

|

|

3. NAS PDU, UE_Auth_Gode
[ 3 NAS PDU. UE_Auth G
‘and RAN_Auth_Cod:

4.RRC Connection setup fequest(UE Id)
| e

5. RRC Connection setip
|2 RRC Connection sety
response(RAN_Auth_Cofle)

6. RRC Connection setup
cpmplete(UE_Auth_Codfe)

7. DLRRC message(NAS PDU)

TFeeder link available |
|
|
|

! 8. NAS delivery notification





Figure 6.Y.2-1:Security procedure for the DL NAS message in S&F Satellite Operation
To protect the RRC connection procedure for DL NAS message delivery, the following procedure is preceded:
0. UE attached to the core network and control plane optimisation procedure is used.
1. The AMF/MME receives downlink data.

2. The MME/AMF determines that the UE is working in S&F mode, the MME selects suitable RAN node, and generates UE Auth_code and RAN_Auth_code by using the currently used NAS integrity algorithm with the following inputs, KNASint as the key, the downlink NAS COUNT that would be used for the next uplink NAS message and the RAN node Id as the message to be protected to calculate NAS-MAC. The first 16 bits of NAS-MAC form UE Auth_code and the last 16 bits form RAN_Auth_code. 

The MME also prepares the downlink NAS PDU to send to the UE
3. When the feeder link is available, the MME/AMF sends the NAS PDU with UE Auth_code and RAN_Auth_code to the selected RAN node.

4. When the service link between the selected RAN and the UE becomes available, the UE send RRC connection setup request with UE id.

5. The RAN gets the RAN_Auth_code based on the received UE Id, and responses to UE with RRC connection setup that including the RAN_Auth_code.
6.The UE uses the same mechanism to generate the UE Auth_code and RAN_Auth_code, and verify the received RAN_Auth_code. If the verification is successful, the UE sends the RRC connection setup complete to the RAN node with UE_Auth_code.
7. The RAN node checks that the received UE_Auth_code equal to the stored UE_Auth_code, if so, the RAN shall send the DL RRC message with NAS PDU.
8. When the feedlink is available, the RAN node sends NAS delivery notification to the MME/AMF.
Editor’s Note: The potential misuse of RAN_Auth_code and UE_Auth_code by an attacker is FFS.
6.Y.3
Evaluation
This solution addresses the Key Issue #1, and it applies for S&F operations in EPS and 5G.
This solution fulfils the security requirement about the mutual authentication between the UE and RAN before transfer the NAS message.
In this solution, the AMF/MME needs to derive UE Auth_code and RAN_Auth_code when determines to send NAS message to UE, and it sends the NAS message to RAN with UE Auth_code and RAN_Auth_code when the feeder link is available. When the service link is available, the UE generates UE Auth_code and RAN_Auth_code using the same method with the AMF/MME. 
With this approach, the NAS PDU will not be sent to a malicious terminal.
************** End of the 1st change ****************
